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Abstract of the contribution: This contribution provides clarifications and more deterministic security requirement for key issue 4.6.which addresses small data user plane DoS attacks.
1. Introduction
The key issue#4.6 in TR 33.899 listed a security requirement in relation to the small data scenarios as follows: “the NextGen system should support an efficient method to filter bogus user plane packets at an access node to prevent DoS attacks for use cases where there is no per UE AS layer user plane security context.”
This requirement is not clear to what bogus user plane packet means. The term bogus user plane packet is a subjective term and can be interpreted in many different ways. There maybe several types of bogus user plane packets, and different type of bogus user plane packet may have different solutions.
2. User plane DoS attack
For reduce signalling, some solutions in TR 23.799 are proposing the absence of user plane AS security. In such scenario attackers can launch DoS attacks on the user plane against the NextGen network by sending bogus packets to the network, so the network may be exposed to denial of service (DoS) attacks.
The definition of user plane bogus packets needs to be clarified; the following is an attempt to capture the list of packets that could be classified as “bogus packet”:
a) Malformed packets.
b) Packets that doesn’t belong to the UE, the packet maybe injected by an attacker.
c) Packets that doesn’t comply with the previously defined small data policy.

For the type a), these bogus packets may be identified by protocol check or other technology.
For the type c), these bogus packets may be restricted by the small data characteristics policy, i.e., rate, frequency and size, and this problem is being addressed in key issue#14.3.

For the type b), these bogus packets can only be identified by validating the integrity of the packet, In other words, it shall be possible to prevent this DOS attack by validating the user plane packet integrity. 
*************** Start of Change ****************

3. Proposed Changes

*************** Change No. 1 Start ****************
5.4.3.6.3
Potential security requirements

The NextGen system should support an efficient method to prevent DoS attacks for use cases where there is no per UE AS layer user plane security context. This method includes filtering packets that violates a specific security policy or integrity check.

It shall be possible for the next generation system to prevent DOS attack for use cases that does not require per UE AS user plane security context based on the validation of packets integrity.

*************** Change No. 1 End ****************
4. Conclusion

SA3 is kindly requested to adopt changes in section 3 above to TR 33.899.
